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OSI| and F5 modules

Increasing difficulty of attack detection

OSl stack Physical (1) Data Link (2) Network (3) Transport (4) Session (5) Presentation (6) Application (7)

Network attacks

SYN Flood, Connection Flood, UDP Flood, Push and ACK Floods,
Teardrop, ICMP Floods, Ping Floods and Smurf Attacks

BIG-IP AFM
SynCheck, default-deny posture, high-capacity connection table, full-
proxy traffic visibility, rate-limiting, strict TCP forwarding.

Packet Velocity Accelerator (PVA) is a purpose-built, customized
hardware solution thatincreases scale by an order of magnitude above
software-only solutions.

F5 mitigation technologies
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Session attacks

DNS UDP Floods, DNS Query Floods,
DNS NXDOMAIN Floods, SSL Floods,
SSL Renegotiation

BIG-IP LTM and GTM

High-scale performance, DNS Express,
SSL termination,iRules, SSL
renegotiation validation

* Protect against DDoS + Withstand the *  Gain visibility and
at all layers — 38 vectors  largest attacks detection of SSL

covered

encrypted attacks

Application attacks

Slowloris, Slow Post,
HashDos, GET Floods

BIG-IP ASM

Positive and negative policy
reinforcement, iRules, full
proxy for HTTP, server
performance anomaly
detection
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OSl stack

F5 Mitigation Technologies
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Solutions for an application world.



